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Abstract

Formal methods and testing are often considered as dis-
joint technologies. The Hi-Lite project wants to show
that both are actually complementary. The central
concept are subprogram contracts, part of the upcom-
ing Ada 2012 standard. A contract, which consists of
pre- and postcondition, describes the specification of
a subprogram, in the same syntax as Ada expressions.
These contracts can be seen either as additional asser-
tions in the case of testing, or they can be used to prove
the correctness of the subprogram, using modern proof
technology such as SMT solvers. This mechanism al-
lows an easy adoption of modern formal methods, on
a per-function basis. Hi-Lite fits in well with the up-
coming DO-178C avionics safety standard, a revision
to DO-178B, which, among other things, accounts for
technologies such as formal methods.

A contract is additional information a programmer
has to write, and errors are possible. Another focus
of the Hi-Lite project is to help the programmer write
meaningful and complete contracts. Current propos-
als include the detection of runtime errors contained in
contracts, meaningless or too strong contracts, incom-
plete contracts that do not mention modified variables
and code that does not contribute to the contract.

The goal of project Hi-Lite is to produce a verifica-
tion toolchain combining formal methods and testing,
integrated with the usual project structure in the two
IDEs developed by AdaCore.

1 Introduction

Current practice in validation/verification of critical
systems (e.g., DO-178B) is centered on testing. The
testing process has been prescribed to incorporate a
semi-formal notion of completeness to demonstrate
that the software correctly implements all its require-
ments, and nothing further. But in the last analy-
sis, our confidence is based primarily on the successful
completion of a test suite that, although extensive, is
incomplete.

But other potentially valuable approaches are avail-
able. Static analysis, in the form of sophisticated tools
that analyze application programs to detect possible
problems, can help, though in only a limited fashion if
the analysis is not guaranteed to be complete. A tool

that promises to detect 90% of buffer overruns merely
leaves us worrying even more about the 10% it has not
detected.

Another important approach is the application of
formal methods, which allow us to demonstrate mathe-
matically that certain properties of programs are satis-
fied. However, the notion of proving an entire program
correct in such a mathematical sense is a mirage. Even
if we prove that a program correctly implements some
complete formal specification, we have no way of ensur-
ing that the specification itself is correct. Nevertheless,
formal methods can definitely play a significant role, as
is shown by the SPARK language and toolset [2] and
by the use of unit proof at Airbus [14]. Importantly
for safety- or security-critical systems, the proof tools
must be sound: if they do not detect an error (such
as buffer overrun), then the program does not contain
any such errors.

Individually, the approaches embodied in testing,
static analysis, and formal methods are useful but do
not provide a complete solution. In combination, how-
ever, these techniques can complement each other and
thus advance the state of the practice in developing
critical software. Project Hi-Lite [7, 10] is an effort,
started in May 2010 and scheduled to finish in May
2013, to build a toolset supporting such a combined
approach — in particular, to ease the effort in transi-
tioning to and adopting formal methods for software
verification. This project is being conducted by a
consortium of partners consisting of AdaCore, Altran
Praxis, CEA LIST, Astrium Space Transportation, IN-
RIA ProVal, and Thales Communications. Hi-Lite fits
in well with the upcoming DO-178C [15] avionics safety
standard, a revision to DO-178B, which, among other
things, accounts for technologies such as formal meth-
ods. Static verification through formal methods may
reduce the need for later testing (e.g., robustness tests).

2 Mixed Static/Dynamic Verifi-
cation

Previous projects [4, 3] integrating dynamic and static
verification have shown the benefits of a common spec-
ification language, although the semantics attached to
the specification may vary slightly depending on the
techniques and tools. A central specification element
is the subprogram contract, consisting in a precon-



dition and a postcondition, as defined in Design-by-
Contract [11].

2.1 A Common Specification Language

The forthcoming version of the Ada standard, called
Ada 2012 [13], offers a variety of new features to ex-
press properties of programs. New checks are defined
as aspects of program entities, for which the standard
defines precisely the various points at which the check
is performed during execution. The most prominent of
these new checks are the Pre and Post aspects which
define respectively the precondition and postcondition
of a subprogram. These are defined as Boolean expres-
sions over program variables and functions. Addition-
ally, the expression in a postcondition can refer to the
value returned by a function F as F’Result, and to the
value in the pre-state (before the call) of any variable
V as V’01d.

For example, a simple contract on function Search
could specify that its parameter string should not be
empty, and that the function returns the index of the
first occurrence of character C in S:

function Search (S : String; C : Character)
return Natural with
Pre => 38 /="",
Post =>
(if Search’Result /= O then

S (Search’Result) = C

and then
(for all X in
S’First .. Search’Result - 1 =>
S (X) /=C);

When compiled with checks on, any failure from the
caller to respect the precondition of Search or from
Search to respect its postcondition will be detected
at run-time and reported as an error. The execution
model for these aspects is simply to insert assertions
at appropriate locations, which raise exceptions when
violated. For each variable V whose pre-state value
may be read in the postcondition (V’01d), the compiler
inserts a copy of the variable’s value at the beginning
of the subprogram body. It is this copy which is read
to give the value of V’01d.

Expressing properties in contracts is greatly facil-
itated by the use of if-expressions, case-expressions,
quantified-expressions and expression-functions, all

defined in Ada 2012. The main objective of
these features is verification by testing, based
on their executable semantics. In particular,

quantified-expressions are always expressed over finite
ranges or (obviously finite) containers, with a loop
through the range or container as execution model:
for all J in 1 .. 10 => P (J) is true if-and-only-
if the subprogram P returns True for every argument,
starting from 1 up to 10.

The standard defines precisely the dynamic seman-
tics of expressions occurring in contracts, which allows

their implementation in a compiler for testing and run-
time checking. But like any other expressions in Ada,
expressions in contracts may be ambiguous (due to dif-
ferent orders of evaluations and compiler permissions)
and contain side-effects (through writes to global vari-
ables or to memory). Neither ambiguity nor side-effects
are desirable in a specification. In Hi-Lite, we restrict
the language of expressions that appear in contracts to
ensure that specifications have an unambiguous func-
tional semantics. We rely on this semantics to apply
static analysis tools and automatic provers to perform
formal verification of programs. A subtle but crucial
choice here is that we have decided to assign the same
semantics to contracts in both static and dynamic set-
tings, following the work of Patrice Chalin [5], thus
avoiding subtle mistakes in specifications being over-
looked during formal verification.

2.2 Test Cases as Parts of the Specifi-
cation

It is a common practice to split a subprogram specifica-
tion into separate parts, which are called behaviors in
specification languages like JML, and test-cases in in-
dustry. To accomodate this use of test-cases as part of
the specification of a subprogram, we define in Hi-Lite
an aspect of subprograms called Test_Case, which ap-
plies to subprograms exactly like the standard Pre and
Post. A test-case contains notably a Requires compo-
nent which defines the entry condition for the test-case,
similarly to a specialized precondition, and an Ensures
component which defines the exit condition for the test-
case, similarly to a specialized postcondition. An ex-
ample of test-cases for an integer square-root function
is:

function Sqrt (X : Integer) return Integer

with
Test_Case =>
(Name => "normal test case",
Mode => Nominal,
Requires => X < 100,

Ensures =>
Sgrt’Result >= 0 and then
Sqrt’Result < 10),
Test_Case =>

(Name => "robustness test case",
Mode => Robustness,

Requires => X = -1,

Ensures => Sqrt’Result = 0);

For unit testing, it is sufficient to write a test proce-
dure which exercises a test-case to consider this test-
case successful. Robustness test-cases correspond to
cases beyond the normal behavior of the subprogram
described in its contract, for which the subprogram
contract is ignored. Other test-cases describe cases in
which the subprogram contract should be respected.



For unit proof, it is sufficient to prove that the
subprogram implements a special contract, with the
requires, optionally and’ed with the original precon-
dition, as precondition and the ensures as postcondi-
tion. The original precondition should be and’ed with
the requires for those test-cases which correspond to
normal behavior, and the requires should be the only
precondition for those test-cases which correspond to
abnormal behavior.

2.3 Fine-Grain Formal Verification

A common criticism of formal methods is that they
cannot be applied in an opportunistic fashion to only
parts of a project, where they are more cost-effective.
In Hi-Lite, we can apply formal verification to indi-
vidual subprograms in an otherwise unrestricted Ada
program. However, some features of a complex lan-
guage like Ada make formal verification orders of mag-
nitude harder. This hardship manifests both as a high
cost for specifying properties and as a lack of proof au-
tomation. Two notorious features that impede formal
verification are pointers (and dynamic memory alloca-
tion/reclamation) and concurrency. We have defined
a subset of Ada called ALFA which excludes such fea-
tures, while being a superset of the existing SPARK
subset of Ada. A common basis of SPARK and ALFA
are that both define non-ambiguous subsets of Ada,
in which ambiguities related to order of evaluation or
compiler permissions are resolved by static restrictions
on subprograms formally analyzed.

In Hi-Lite, we rely on contracts to provide the spec-
ifications against which the program should be com-
pared to. Thus, any property that can be expressed
as subprogram contracts can be verified (through test-
ing or formal proof) in Hi-Lite. This concerns chiefly
the low-level functional properties, which express the
desired behaviour of subprograms, but also any other
property that can be encoded in contracts, like some
security properties [1] and properties that ensure ab-
sence of run-time errors. Absence of run-time errors
can be classically expressed as assertions in the pro-
gram, which can also be proved in Hi-Lite.

In order to prove properties (whether contracts or
assertions), equivalent mathematical formulas called
Verification Conditions (VCs) are generated based on
properties and program code. The main bottlenecks for
achieving a high level of automatic proofs are the gen-
eration of these VCs with a VC generator (VCgen) and
their proof with an automatic prover. In Hi-Lite, we
have chosen the recent Why VCgen [9] and Alt-Ergo [6]
automatic prover. Although automatic provers are not
expected to replace humans for reasoning about deeply
complex properties, they can be expected to be very ef-
ficient on even moderately complex properties like the
use of containers in programs [8], provided the prob-
lems are presented in a suitable form.

3 Non-Standard Verifications

Contracts have to be written by the programmer. Just
as in programs, errors in contracts are possible and
likely to happen. Formal methods can lure a program-
mer into a false sense of security, stating that the pro-
gram ”has been proved correct”, while the contract
does not express the intent of the programmer or is
even meaningless. In Hi-Lite, we want to help the pro-
grammer write correct and meaningful specifications,
which themselves help write correct and meaningful
programs.

3.1 Absence of Run-Time Errors in the
Specification

The emphasis on meaningful contracts makes even
more sense in Hi-Lite than in other tools for formal
methods, as contracts are not primarily logical formu-
las, but Ada expressions that may be executed, for
example for unit testing purposes. It is not clear what
should be the meaning of an assertion that, instead of
returning a Boolean value, fails with a constraint error,
for instance. Does that mean that the assertion is false
(in the logical sense) or that it is simply meaningless?

In Hi-Lite, we adopt the latter point of view. We re-
quire that every assertion (this includes pre- and post-
conditions, but also loop invariants and other asser-
tions) may never fail. These additional verifications
give rise to new VCs that are sent to the automatic
prover for verification. In practice, this means that we
do not allow, say, a precondition of the form

1/X > 0.

Instead, a programmer has to protect the division, just
as he would do in program text:

X /= 0 and then 1/X > O.

As another example, consider the following Ada code
snippet:

function F (X : Integer) return Integer
with Pre => (X /= 0),
Post => (...);

function G (X : Integer) return Integer
with Pre => (F(X) > 0),
Post => (...);

Again, this would not be accepted as is by the Hi-Lite
tools, because the precondition of G may fail when X is
equal to zero. As before, the programmer must protect
the call to F in the precondition of G, as follows:

function G (X : Integer) return Integer
with Pre => (X /= 0 and then F(X) > 0),
Post => (...);

The aim of these restrictions is that each contract
should be complete in the sense that all requirements of
the contract are immediately visible and do not depend
on the contracts of other subprograms.



3.2 Absence of Unintended Functional-
ity

Another concern is that contracts should entirely sum-
marize the purpose of a subprogram. If they don’t,
they are probably wrong or at least incomplete. To
illustrate the issue, consider the following procedure
sketch:

procedure P (X : Integer)
with Pre => (...),
Post => (if X = 0 then ...);

procedure P (X :
begin
if X = 0 then
-- Do something when X = 0
else
-— Do something else otherwise
end if;
end P;

Integer) is

Here, the problem is that the contract only states the
behavior of the procedure when X is equal to zero, but
not what happens when this is not the case. This
means that the entire else branch does not contribute
to establishing the postcondition. This introduces a
semantic notion of ”dead code”: the code in the else
branch is ”dead” in the sense that outside the proce-
dure P, no other part of the code should take advantage
of the effects in that branch. We believe that it would
be of great help for the programmer to report this sit-
uation, indicating which portion of the code is ”dead”
in this sense. The programmer can now either correct
the contract to reflect both situations or remove the
offending portion of the code. This detection will rely
on the automatic prover ability to record the set of
hypotheses it used to prove a VC. Such a feature is
currently developed for the Alt-Ergo prover.

Another case of incomplete specifications is illus-
trated by the following simple program:

procedure Full_Stop
with Pre => (...),

Post => (Accel = 0);
procedure Full_Stop is
begin

Accel := 0;
Breaks := On;
end Full_Stop;

In this example, the contract is again incomplete: it
only mentions that the acceleration is set to zero, but
not that the breaks are activated. Said otherwise, it
only mentions the modification of the Accel variable,
but not the one of Breaks. Again, a warning could be
issued to the programmer, stating that a written vari-
able is not mentioned in the contract, so no other part
of the program can be aware of its new value, and this
is probably a bug either in the code or in the contract.

In this particular example, the previously mentioned
warning about code that does not contribute to the
postcondition would be issued as well, but other sit-
uations, that would only be detected by the analysis
concerning effects, are possible.

3.3 Redundant Specifications

A common case of meaningless specifications is the
case of trivial or redundant assertions. An assertion
that is always false or always true is not very useful.
Worse, a precondition that is always false (or incon-
sistent) makes the corresponding subprogram trivially
correct, because under this false hypothesis, everything
can be proved. Similarly, a postcondition that is always
true can be proved correct, but it certainly does not ex-
press anything interesting about the subprogram. Moy
and Wallenburg [12] detected cases of such irrelevant
annotations in the code of Tokeneer project [1] which
had been formally proved in SPARK.

In Hi-Lite, we propose to detect such undesirable
annotations and to issue a warning to the program-
mer. In practice, detecting an inconsistent precondi-
tion amounts to trying to proving False just after as-
suming the precondition. If the proof succeeds, any-
thing can be proved at that place in the code, so the
precondition must be inconsistent. A trivial postcon-
dition that is always true can be detected by trying to
prove it in the empty context, that is, without assuming
the precondition to be true nor the subprogram body
to execute correctly.

4 Addressing Shortcomings of
Formal Methods

There are numerous concerns that have been raised
against formal methods. In this section, we argue that
the part of Project Hi-Lite concerning proofs of pro-
grams addresses some of them, while testing the pro-
gram takes care of most of the others.

Dewar [7] lists a number of potential problems with
the application of formal methods:

e Formal specifications with logical formulas are
hard to write and hard to read, and must in con-
sequence be written by specialists. They can also
become quite large, as large as the program to be
considered or even larger.

e Specifications, as programs, can contain errors.
Contrary to programs, specifications can usually
not be tested, as they are logical formulas. Find-
ing errors in the specifications is difficult.

e Formal specifications tend to omit low-level details
that may nevertheless be relevant to the overall
correctness of the program.



e Usually, one only proves partial correctness, t.e.,
the fact that the program is correct if it termi-
nates. Termination itself is often not proved, but
of course a (correct) subprogram that never termi-
nates can be as problematic as a run-time error.

e In most practical cases (consider C, C++, Ada or
Java), the semantics of the programming language
to which formal methods are applied is ill-defined.
A compiler may, inadvertently or deliberately, ap-
ply optimizations that are not considered by the
formal method in question.

Project Hi-Lite uses a single language for programs,
test cases and formal specifications. This makes con-
tracts not harder to write than the program itself and
eliminates the first concern. In Section 3, we have made
a number of concrete proposals to detect errors in spec-
ifications and to help the programmer write correct and
meaningful contracts. The remaining problems are ex-
actly the ones that are dealt with by tests. So the dual
nature of Hi-Lite, using tests and formal methods in
a complementary way, gives the programmer a means,
not to eliminate these remaining problems, but at least
to detect them.

5 Conclusion

The upcoming standard DO-178C accounts for the us-
age of formal methods to ensure the conformity of a
program with respect to its specification. Many formal
methods are only meaningful when applied to an entire
program, and thus are extremely costly to apply to ex-
isting projects. Also, without considerable effort, for-
mal methods cannot entirely replace testing. Project
Hi-Lite, on the contrary, allows a smooth migration
from unit testing to unit proof, on a per-subprogram
basis. Testing and proving become complementary ac-
tivities. In addition, the project Hi-Lite proposes in-
novative forms of help for the programmer to write
meaningful contracts.
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